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Quthwpwduhp
wiwtntdp Abnpptpynn Swnwynipjwu ufwpwqghp
hupbpubpuyhts uwh Pwpdpwanyu nwwwwu funphnipn - p.Gplwt, Lwjpwurywu 28 (p.tplwu, Ynpntuh 17) - 40 Uphe/Uny
ppwdwnpdut TYwunwywu nbywpwwdbuwn - p. Gpuwu, Ywqgbt Uwpquywtu 5 (p.Gplwu, Ynpniup 15) - 40 Uphp/Yny
Swnuyninit dénwpbl nwunwpwu - p. Gplwu, Ywqgbu Uwpgquuu 5 - 40 Uphpe/Jny
-p. S hh 23 (p. Y 17) -1
(bwnuwynipyu Unwght pwdht - p. Gpluwt, Gwintightt Ldntihh 23 (p.Epluut, 4npyniuh 17) - 10 Uphp/dny

dunpmigmdp hugpwljut
nbywppuwdbinph
YEmppnawlw
dwpdupti b Gplwb
puwnupnid qipifnn
wnwudtiwgywd
uypnpupwdwunidubph

Lwpgunnhsubiph dwnwjnieiniu - p. Gpluwl, (Fphihujw fubninh 3/9 (p.bplwu, Ynpnuh 15) - 40 Uphp/dpy
Qwunwpwuubph wplupy - p. Gpuwu, Upw Uwpunphpnuywu 3 - 10 Uphp/Upy (dhwju hunbiputin)

dbpwpluhs pwnwpwghwwlu nwwnwpwi - p. Gpuwl, Swpbightu Ldnthh 23 - 40 Uphp/Uny

Jbpwpuuhs ppbwluu nwunwpwt - p. Gplwu, Ywpbghtu Ldnbhh 23 - 40 Uphp/dpy

Jwpswlwt Ybpwptiuhs nwwnwpwt - p. Gplw, (@phihujwt fubninh 3/9 - 40 Uphe/Jdny

Jdwpswlwl nwunwpwt - p. bplwu, Ywpbghu Ldnbhp 23 - 40 Uphpr/dpy

Utwuynigjwt nwwnwpwi - p. Gplwu, Bphihujwt fubninh 3/9 - 40 Uppp/Uny

Gplwu pwnwph punhwunip hpwywuniyejwu nwwmwpwu

Lbkuwpnu bunwdwyp - p. Gpuwu, Shgpwu Utdh 23/1 - 40 Uphp/Jdny

Udwu tunwywp - p. Gpuwu, Hnyhplfuyjwt 20 - 40 Uphp/Yny

Chuqwyhe uunwyw)p - p. Gpuwl, Upgwyniujwg wynnnuw 24/1 - 40 Uphp/Uny
Uowithujwly tunwywp - p. Gplwi, Lwquppbljwu pwn. 40 - 40 Uphp/dny
Upwpyhp tunwyw)p - p. Gpuwu, <pwgyw Lhpuhuywu 10 - 40 Uphe/yny
Uwjwphw-Utipwunhw tunwyw)p - p. Gplwt, Owjwu 53/2 - 40 Uphpr/Uny
Eptipniuh bunwyuwp - p. Gplwt, Unyubiu flunptuwgh 162w - 40 Uphp/dpy
Lwuwpbn tunwywp - p. bplw, @phihujwt fuéninh 3/9 - 40 Uphp/dny

*Jbpp u2dwé hwugbubpnud wuhpwdbywn | wywhnyb) «SEjuuhlulwu punypwghp 1»- hut hwiwwywwnwulfuwu
bpbGpubipuypti uwyh ppuwdwnpdwt Swnwynysyniiibp
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huwnbputitnwjhtu Yuwh
ibuwlyp

Owwhywdwupwebjwiht dwintuny

huwnbputitnwhu
hwuwubihnyentu

dbpp tpywd wpwanipniuubtpny Gpwofuwynpywd wnwug tnpwdphlyh nplk
uwhdwuwthwlydwu hunbipubitn hwuwubiihnye)niu:

Uphwgdwu W npwyh
wwhwugubip

» Uuhpwdbipin ytipguwuwppbiph ininwnpnud dhwgdwt jnipupwugnip Yhinbpnid:

» Uywhnybi| gwugwjht ninnnpnnu pwqdwehy wywhnwwnwiht éwuwwwnphubpng W
ybpwlwugudwt niuwyniejwdp:

» ElGYunpnuwjhu hwnnpnwygnyejwu W hunbpubin hwuwubhnyjwu hbn wnwowgwsd
fuunhpubipp wbwp £ nddbu wuhwwwn, dwjpwhtn nbwpnd ny nw pwu 2 dwdjw
pupwgpnud: UGY wdujw pupwgpnid EGYunpnuwihu hwnnpnwygnieginiup Ywd
huwnbpubn hwuwubhnienup wnwudhu-wnwudht swbup £ fuwthwuyh
(pwgwlwyh) dwdwuwyh hwupwgniwpnud ng wybith, pwtu 8 dwd:

* Ywwh Ynpunh nbypnud® wuhwwwn b juwh Jepwlwugdwu wotuwupubph
Ybpwpbnw|' wwppbpwpwp wnbnblwgub] wwundhpwuntht' hbnwiununy Yud
ElGYwnpnuwjhtu thnunny:

Syjwiutiph thnfuwugnud
(Ytipp upqwd hwugbubipp
U Ttwuinwlwu
nbwwpunwdbuwnp
yEunpnuwlwu Jwpdup
dhol)

Upwgnipjniup’ 20 Uphp/yny
VLAN wnbfuuninghwjh dhongny, (Layer 2)

Syjwiubpp thnfuwugnud
Twunwlwu
nbwywpunwdbuwnp

(4. Uwpgquywt 5, Ynpjntu
15, 17) b ££ $huwuuubtipp
Uwfuwpwpnigjwu
ubipytipwihtu hwugnygh
dhole. /p.Gplwt, Utiihp-
Unwdjwu 1/:

Unuqwqu 3 Uphpr/Uny wpwgniejniu niubignn wnwudtwgywd ywwninhny, Layer 2

U wwhwugubip

»  Jbpouwlwu oginugnpdnnht funphpnwunyjwywt b ywpqupwunnwyw
dwnuwynieiniu (Help Desk): Gnipgonjw inbifuthlwlwu uywuwpydwu
wwwhnynw Ygywsd dwutuwgbn(ubp)h (Ynunwywwjhu wus(wug)) dhongny:

= Qwnwjnipjwu Jepwhulnud (Unuppenphug)' 24 dwd U 7 op nbdhdny:




Uuhpwdbtionnigjwu nbypnd' ybpp upwd hwugbubpnid hunbpubnp b

wnyjwiubph hnfuwugdwt wpwgnyeniutbph yepwpwotudw thnthnfunye)niu:

Uuhpwdbonnigjwtu  nbwpnd  dwutwgbinubph  Ynndhg ogunynnh  gwugh

wuynwugniejwu ybpnidnip)niu:

»  Uthpwdbounniejwi nbiypnid Yuwh wnwniygjwu, npwlyh b dwnnigusd
dwnuwijnuejwu dwywih «on-line» yhpwhuldwlu huwpwynpnieintu (ogwnynnh
Ynnuhg << nwpwdphg nnipu wighjwd hwugnygubiph ypdwudwu
wnpwdwnpnud b wyj):

»  Muwhwigynn pwuwyny dwnwjnyeintup dwwnnignnh Ynndhg gpwugywd
hpwlywu Uj ®h hwugtubpp npwdwnpnd (wpwwnhp oginwgnpddw
wwjdwuny):

*  huwmbpubunwihtu mpwbhyh unynpuwlywupg db6d wpunmwhnuph nbwpnid

wluhwwwn wnbkntyugnud ywwunyhpwwnnthu:

< Ywnwywpnipjwu
20.10.2016 pwlwuh N
1069 -U npnodw
hwdwdwiu «huwnbpubin
Yuuwh wnpwdwnpnud»
SwnwjnyRjwu
ujwquagnu
wwhwugubipu tu

1. «dwnwniejwu dlunnw/pwotujwd Swnwynigniuubpp dfunnw» (HU/HNU

(DOS/DDOS) (wjunthtin' « HNU») hwpdwynidubphg wywonwwudwsd hunbpubin
Yuuw:

2. «"HU» hwpdwynudubiphg wwounwwuniejwu nbfuthluwywu ujuquagnyu

wwhwugubipu &u'

1) Mwwudhpwunth pninp nbnGyuunyjwywiu hwdwlwpgbpp wbwp &
wwounwwuywd hubu dty b dh pwuh hwupwiht bW dwutuwynp Uydh (IP)-
hwugbitbinhg hpwlywuwgynn hwpdwynidubinhg.

2) fFhUh®h (TCP) wpdwuwgpnuegniu' ([FhUp®h Upu (TCP SYN) - hwpdwynd Upu
(SYN) hwptputpp gbpptinudwu dhongny, ns (ighunhd npnautipny
Yndpptuwghw, hwpdwynwd ywwnnthwup swihuh Yypw, hwpdwynd ubupwjp ypw.

3) fgfahfdh®h (HTTP) wpdwuwgpnieniu’ nwunwn ubuhwubn, tukuk) (SSL)
hwpdwynwiubin, Eslahfeh®p G66/PNUS 3niUnk $inin (HTTP GET/POST URL
flood).

4) YhEuku (DNS) wpdwuwgpnieniu’ Lo Pnjgpupug, “Hhiuku $inin (Cache
Poisoning, DNS flood), wybjwgnn nidqunipjwdp hwpdwynidtip.

5) 8nthdp/UUpbdeh (UDP/ICMP) wpdwuwgpnieinit’ $inin (flood).

6) WPh/fFhUhPh/3nthPh (IP/TCP/UDP) wpdwuwagpnigniu’
dpwagdbunwynpnid.

htivmwqwjnw hwjnuwpbipynn unp dafuwuhqdubipny « HMU» hwpdwynwdubip:

ElGYwnpnuwjhtu thnuwinh
Swnw)nye|nLu

Elyunpnuwjht thnuwinh pyny dhtusl 200 hwuin hwugbubph npwdwnpnid court.am
nndbjuh Ywd judiciary.am nndbjup oguwgnpddwdp, huswbu twlb Ynoun ujuywnwyh
wnwpwdp wnujwqu 30 G£ (huwpwynpnipjwl nbwpnid wyb)):

Quwihdwu dhwynpp

Twd

Ownwjnieju Jwunigdwy dwdlwp*
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Q:J‘tlll:[uu:';::fzh Atnpptpynn Swnwynipjw ujwpwghp
htupbpubppuyghts Yuyp | Ynunwiph dwpgh punhwunip hpwyjwuniejwt nunwpwu
ppwdwnpdwh p. <pwgnwu, Upypnopowt pwnwdwu, 13th. 1/1 - 15 Uphp/Y
Swnuynypynl p. 2Qwpbugwywu, Gphnwuwpnnigjwu 2/1 - 10 Uphp/y
prI— p. bnwpn, Qupbugh 29 - 10 Uphp/Y
A w—r p. Upnjywt, Ynwnwph 8 - 10 Uphp/y
nbywppuwdbiph << Upwpwwh b dwyng Anph dwpgbiph punhwunip hpwdwunipw nunwpw
duipqbipnud quntiynn . Uprnwpww, Swhndjwu 19 - 15 Uphp/Y
wnwbdbwgywéd . Uwupu, 3-pn pwnwdwu,<bpwgnt 26/31 - 10 Uphp/Y
uippnpuwpwdwbnmdubiphty) | p. dbnh, U.fuwswwnpwu 1- 10 Uphp/d

. dbnh, Upwpwwnywu 55 -10 Uphp/d
. bnbquwanp, Uhynywu 23 - 10 Uphp/Y
. Ywyp, Rbpdnwyh fubninh 8 - 10 Uphp/y

Lioh ol ol o Bk o I (o]

Updwdhph dwpgh punhwunip hpwdwuniejwt nunwpwu
p. Updwyhp, Cwupwwbinniyejwu 41 - 15 Uphp/Y
p. Eodhwdhu, Ywdnih 15 - 10 Uphp/Y

Upwawdnunuh dwpgh punhwunip hpwjwuniejwt nwunwnwu
p. Uptnwpwly, Egdhwdup fubninh 65 - 15 Uphp/y

p. Uywpwu, Gwih 25 - 10 Uphp/y

p. [Fwiht, vwugywu 13 - 10 Uphp/Y

Swunigh dwpgh punhwunip hpwjwuniejwl nuwwnwnwu
p. holwt, Lwpwurywu 1/1 - 15 Uphp/y

p. Hihowt, Swhnuwjjwu 15 - 10 Uphp/Y

p. Lntdpbnwt, Ywdnjh 2 - 10 Uphp/Y

p. Pbpn, Wabuwnwu 49w - 10 Uphp/y

Qtinwppniuhph dwpgh punhwunip hpwjwuniejwt nuunwpwt b £ Jupswhwt nwunwpwiuh Ubwth tunwdwin

p. Gwywn, Uwjwrywt 18 - 15 Uppp/y
p. Ubwu,Upnyjwl 6/1- 15 Uphp/y
p. Uwpwintup, Cwhnwjwu 5 - 10 Uphp/y




p. Ywpnbupu, L.Ugqwnywu 2- 10 Uphp/Y
p. Swdpwpuwl, . Ldnkh 99/1 - 10 Uphp/y

Lnnnt dwpgh punhwunip hpwdwunyejwt nwunwpwi b £€ Jupswiwt nwunwpwiuh Ywtwdnph bunwywip
p. Ywuwdnp, Utuhpwp 9noh 6 - 15 Uphp/Y

p. Wuwytpnh, nudwujwu 8 - 10 Uphp/y

p. Swohp, Quhniywu 19 - 10 Uphp/y

p. Uyhwwy, Utp Uwunwyywu 2 upp.10 - 10 Uphp/y

p. Unbthwuwdwu, Unipp Ywpnwup 53 - 10 Uphp/Y

Ujnituhph dwpgh punhwunip hpwdwunigjwt nwunwpwi b £€ Jupswiwt nwnwpwih Ywwwth tunwdwip
p. Ywwuw, Utihp Unbthwuywu 3/2 - 15 Uphp/d

p. 9nphu, Uuywfunyejwu 4/1 - 15 Uphp/Y

p. Uhuhwt, Qwpbghu Ldnthh 6 - 10 Uphp/Y

p. Utinph, 2npwywp Uunpwuhy 24/1 - 10 Uphp/Yy

Chpwih dwpgh punhwunip hpwyjwuniejwt nwunwpw b <€ Jupswlwt nwunwpwuh $ndpnt bunwdwip
p. $nuwiph, Uujwiunyejwu hpwwwpwy 7 - 20 Uphe/y

p. Upehy, Punpwdjwu 40 - 10 Uphp/Y

p. Uwpuwihy, <pwuwn Swhhuywt 198 - 10 Uphp/Y

*Jdbpp upwé  hwugbubpnd  wuhpwdbyn E wwwhnyb)] «SEuuhjuywu  punipwghp 2»-ht hwdwwywwnwufuw
huwnbtpubnwihtu juwh Swnwynipyniuubp
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Skuuhlywlwu puniewagnph
N Llwpwanpnipe|ntu
awnuwnphsubn Jupwgpnipniup

1 2 S

1 | humbpubwwiht ywwh wmbuwlyp | Oyunhlwdwupwebjwihu dwntjuny

dbpp updwd wpwgnieniuubpny Gpwotuwynpjwsd wnwug npwbhyh npuk
2 | Puwnbputnwhl huuwbhnieni uwhdwuwthwydwu hunbpubn hwuwubhnie)niu:

»  Uuhpwdbown ybpguwuwnpbph wbnwnpnd dhwgdwt jnipwpwuginip Yanbpnid:

»  Uwwhnyb| gwugwjhtu ninnnpnnud puqiwehy ywhnwunwihtu dwuwwwphubpny b
ybpwlwugudwu niuwyniejwdp:

= EYunpnuwiht hwnnpnwygniejwt W hunbpubn hwuwubhnygjwu htun
wnwowgwd fuunhpubipp whwnp £ ndybu wuhwwwn, dwjpwhtin nbwpnd ng nip
pwl 2 dwdyw pupwgpnu: UbY wdujw pupwgpnid Etlunpnuwihu

3 | Upwgdwu U npwyh ywhwugubin




hwnnpnwygnyeniup Ywd hunbiputivn hwuwubihnigniup wnwudhu-wnwudhu
swhinp £ fuwthwuyh (pwgwlwih) dwdwuwyh hwupwgnwwpnid ng wytih, pwu 8
dwd:

= Ywuwh Ynpunh nbypnd’ wuhwwwn b Yuwh yepwlywugdwt woluwupubph
Jbpwpbpw|' wwppbpwpwp wbnblwgub] ywwndhpwunniht' hbnwiununy Yud
ElGYwnpnuwihtu thnunny:

Syjwiutiph thnfuwgnud (4bpp
upqwd hwugbubph W twwnwlwu
nGwwpwwdbunh Yeunpnuwlwu
dwpduh dholn)

Upwgnipjniup’ 20 Uphp/dny
VLAN wnbfuuninghwjh dhongny, (Layer 2)

W) wwhwugubip

»  Jbpouwlwu oginugnpdnnht funphpnwunjwywt b ywpqupwunnuywu
dwnuwjnieiniu (Help Desk): Cnipgonjw inbfuuhlwwu uywuwpydwu wwywhnyntd
Ygqwsd dwutwgbuin(ubp)h (Ynuwnmwunwihu wud(wug)) dhongny:

*  Ownwjnipjwu Japwhulnud (Unuppenphug)’ 24 dwd U 7 op nkdhdny:

»  Uuhpwdbonnipjwt nbypnud* 4bpp ugywd hwugbubpnud hunbpubinp W
wnyjwiubph hnfuwugdwt wpwgnyeniutubph yepwpwotudw thnthnfunyeyniu:

»  Uuhpwdbpunnipiwu  nbwpnwd  dwutwgbinubiph Ynndhg ogunynnh  guwugh
wuywwugnipjwu Ybpndnipntu:

*  Uuhpwdbonnipjui nbwpnid Yuwh wnwniejw, npwyh b dwnnigwd
Swnwjniejwu dwywih «on-line» Yapwhuydwu huwpwynpnie)niu (oginynnh
ynndhg << nwpwdphg nnipu wjghjwd hwugnygubiph ytipdwudwu inpwdwnpnid
W wyu):

»  Muwhwigynn pwuwyny dwnwjnyeintup dwwnnignnh Ynndhg gpwugqwsd hpwlwu
Wy @h hwugbubiph npwdwnpnud (wpunwnhp ogunwgnpddwt wwjdwuny):

»  hunbpubunwihtu mpwbhyh unynpwlwuhg dbd wpunwhnuph nbwpnid wuhwwwn
wbntywgnud ywwnyhpwwnnthu:

L Ywnwywnnipjwu 20.10.2016
pYwlwuh N 1069 -U npnodwt
hwdwdwju «huwnbiputitn Yuwh
wnpwdwnpnu» dwnwjnijwu
ujwquagnyt ywhwlgubinu tu

1. «Swnwnigjwt dunnw/pwotujwd dwnwjnieniuubph dfunnuw» (HMU/FHHNU

(DOS/DDOS) (wjunthtin' « HNU») hwpdwynidubphg wywonwwudwsd hunbpubn Yuwy:

2. «"HU» hwpdwynudubphg ywounwwuniejwu nbuthluwywu ujwquagnyu

wwhwugubipu &u'

1) Mwuwdhpwwinth pninp wnbnbwwywlywu hwdwlwpgbpp wbwp § ywonwwudwsd
(hubu J&Yy W dp pwup hwupwiht bW dwutwynp UyPh (IP)-hwugbiutiphg
hpwlywuwgynn hwpdwynidubiphg.

2) (hUhPh (TCP) wpdwuwgpnipynit’ (FhUhPh Upu (TCP SYN) - hwpdwynid Upu
(SYN) thwpetiputiph gtipptinudwt dhgngnd, ng Gghwhd npngutipny Yndphtwghw,
hwpdwynd ywwnnthwuh swihup ypw, hwpdwynid ubuhwih Yypw.

3) Esfdhraheh (HTTP) wpdwuwgpnugniu’ nwunwn ubuhwubp, Eukuk) (SSL)
hwpdwynwdubip, Ejsfehfdh®Ph 966/PNUS 3nilUnky inin (HTTP GET/POST URL




flood).
4) YhEuku (DNS) wpdwuwgpnueniu’ L9 Pnjgpuhug, “Hhiuku $inun (Cache
Poisoning, DNS flood), wybjwgnn nidquniejwdp hwpdwynitip.
5) 3niHhep/UyUptdeh (UDP/ICMP) wpdwuwgpnigniu’ $inin. (flood).
6) WPh/fFhUhPh/3nthPh (IP/TCP/UDP) wpdwuwgpnieinit’ dpwgdbunwynpnid.
hbGunwguw)jnw hwjnuwpbpynn unp defuwuhqdubipny « HU» hwpdwynwdubip:
7 | 2wihdwu dhwynpp Twd
Ownwjniejuu Jwunnigdwu dwdlbwp *

*wnwynipyniuubph dwnnignuit hpwlwuwgynd £ wyn tywunwyny hwdwwywwnwupuwu puwtuwlw dhongubph wnfwynyejuu b npw hhdwu Ypw
Ynnitph dhob hwlwwywwwuppwu hwdwswjuwgph Yupdwu hhdwu Jpw' hwdwswyuwghpu nidh dbg dnubint opjwuhg dhush wndjwp mwpjw nEYnbdpbpph
Yybpoht wouwwnmwupwiht opp: Mwydwuwgpny twhwwmbujwé Ynndbph hpwymupubph b ywwprnmwlwuneyniuubph unwpdwt ywydwu | hwunhuwund
wuwjdwuwghpp LK $htiwtuttph twppwpwpnipjuwu Ynnihg hwajwnjws hubint hwuqudwupp:

Ownwjnip)niuubph dwnnigdwu qudwu pupwgulupgp juqdwybpyynd k «unudubph dwupu» << opkuph 15-pn hnnjwéh 6-pn Yewnh hhdw ypw:



