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1 Cisco C8500L-854X,|Cisco Systems, Inc. [PunnbGgpywdé wudunwugnipjnitt. Uwywhnyqwé £ uwppwynpdwl Jwlwnpnwyny
Secure Boot L Secure Unique Device Identification (SUDI)" Plug and Play-h

hwdwn, nhwyGugh unnrgyh uwppwynpdwl W spwgpwjhb wwwhnydwl
huyniLpjnitup: LEpwnjw| thnpuwnphgutin (transceivers),npnup w>huwwnnid Gu
wju uwnpph htn 4 x 109phwn/y SFP+ (10GBASE-SR owywnh{w) 4 x 19phwn/y

(10/100/1000Uphwn RJ45) 4 x 19phwn/y SFP (owyunnhyw) SD-WAN

wnpunwnnpnnwywuncpjniLu. IPsec pnnnitlwynip)nitu (1400Bytes)” Uhbgl 19
Qphw/y IPsec pnnniuwynipiniu (IMIX)" dhugle 10 Gphwn/y SD-WAN Overlay
Tunnels scale” 6000 wd 8000 Number of ACLs per system - 4000 Number of
IPv4 ACEs per system - 50K Number of IPv4 Routes - 4M w/ default 16GB
Number of IPv6 Routes - 4M w/ default 16GB Number of Queues - 16K Number
of NAT Sessions - 2M Number of Firewall Sessions - 2M Number of VRFs - 8000
Zhduwywu dpwagpwjhu $nuyghwibn. Ipv4, Ipv6, static routes, Open
Shortest Path First (OSPF), Enhanced Interior Gateway Routing Protocol
(EIGRP), Border Gateway Protocol (BGP), Overlay Management Protocol (OMP),




Application Aware Routing (AAR), Traffic Engineering, Service Insertion, zero-
trust, whitelisting, tamper-proof module, DTLS/TLS, Ipsec, classification,
prioritization, low latency queuing, remarking, shaping, scheduling, policing,
mirroring, Multicast Ipv4 Support, Service advertisement and insertion policy,
SNMP, NTP, DNS client, Dynamic Host Configuration Protocol (DHCP), DHCP
client, DHCP server, DHCP relay, config archival, syslog, SSH, SCP, Cflowd v10
IPFIX export, Ipv6 for transport-side, VRRP, MPLS, NAT (DIA, Service-side,
static, overload/PAT, NAT64, etc), NAT pools, split DNS, Access Control Lists
(ACL), Bidirectional Forwarding Detection (BFD), Netconf over SSH, CLI, NTP
server support, BFD with service-side BGP, BGP community propagation to
OMP, 6 SLA classes for AAR, Trustsec/SDA (Inline SGT propagation), custom
app with SD-AVC, multicast AAR, dynamic on-demand tunnels, PIM-SM,
OSPFv3, route policies, Multi-VRF support Encapsulations: Generic Routing
Encapsulation (GRE), Ethernet, 802.1g VLAN Spwagpwjht wwwhnydwl
(nwgnrghgy huwpwynpnepjnLuubp. Quality of Service (QoS), Forward Error
Correction (FEC), COS Marking, Weighted Random Early Detection (WRED),
Hierarchical QoS, Policy-Based Routing (PBR), Network-Based Application
Recognition (NBAR), Software Defined Application Visibility and Control (SD-
AVC), per tunnel QoS, Cloud nramp for SaaS, Enhanced Office 365 traffic
steering, Direct Internet Access, Flexible Netflow (FnF) Unhwwungpwdhy
wignnphpUJlutp Encryption: AES-256 (in CBC and GCM modes), Internet Key
Exchange (IKE), Authentication: AAA, RSA (2048 bit), ESP-256-CBC, HMAC-
SHA1, ECDSA (256/384 bit) Integrity: SHA-1, SHA-2 UbuJyunwlugnLpynLu: Built-in
end-to-end Segmentation (VPNs), ZBFW, PKI, DNS Layer Security, ALG for
ZBFW SpwagpwjhlU wwwhnyuwlU pwdwunpnuwannepjntu hduwywu
wnwUudUwhwuwnynipjnLlutp® Advanced Routing and SD-WAN - Optimized
traffic management and dynamic path selection Security Enhancements -
Integrated firewall, IPSec VPN, MACsec encryption Network Automation and
Analytics - Al-driven insights, telemetry, and real-time monitoring Cloud




Integration - Support for cloud-based security and application optimization
Quality of Service (QoS) and Traffic Control - Enhanced traffic prioritization for
critical applications High Availability and Redundancy - Seamless failover and
improved uptime UGhuwUuhywywU punLpwanptn. Quithtp (A X L X hu). 1.73" X

17.5" x 16.25" Pw2 Uninwynpwwbu 7.7 g (2x AC uunLgdwl pinyubpny W

onwthnpuhgny) EuGpguwdwwnwywnpwnpned” 400 Y uunLgdwlU piny: Pwnan

wnpnnLtbwdbunnipjwdp Yypyuwyh uuncgdwl pinyutbp (bwpubwywu

wpgwynpdwdp) Eubpqudwwnwwpwnpdwl ywhniunmwynpdwl
(redundancy) wwwhnydwU hwdwnp Mnpnbp® 8 X 1Gphwn/y SFP, 4 X 10Gphwn/y
SFP+ DRAM 16QP SSD Storage: SSD M.2 NVMe 2TB Form factor: Compact 1RU

form factor USB Storage: M.2 USB 16GB UpunnUwaghp. Upvnwwlu hgGughw,
npp wowygned £ y6pp U2dwéd pninp hbwpwynpnipjnLtuutphl:
*Uwunwwpwpwd wuwpwupp Unnp £ gogunuwgnpdywéd: Uwpwluph
ntnwithnpundp W pGnUwpwthnudp hpwywlUwglunid E Jwunwlwpwnpp hnp

Udhgngutipng W hp hw2dhu: Bpw2iuhpwjht dwdytin® 2 tnwph: Gpw2huhph

pUpwgpntd h hwjwn GUwé ptpnLepnLUUGPp Jwunwwpwnpp uGhwywl

dheongutbpny Y2unyh ywd ythnpuwnhuh Unpny’ 3-5 opnud, wwywhnybny

wwnwuph nGnwhnpunctdp hwdwwwunwupiwl uywuwnpydwlu upwh’
yGpwnwnpéany:







NMNOJIHOE ONMNCAHMUE

npeaginaraeMoro Toeapa

Ama3oH MMnopT OO0 B KayecTBe y4aCTHMKA B paMKax y4acTuUsA B 3JIEKTPOHHOM ayKumoHe nof kogom <2 UUG-SULUYGY-

EUXUMNQPR-25/1-85 HMxKe npencTaBsigeT MnoJsiHoe onucaHne npepsiaraemMoro UM Tosapa.
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TeXHN4YeCKNe XapakKTepunctmkun

Cisco C8500L-854X,

Cisco SFP-10G-SR+,

Cisco GLC-SX-MMD,
Cisco GLC-TE

Cisco Systems, Inc.

WHTerpuposaHHasa 6e3onacHocTb: obecneymBaeT 6e3onacHyo 3arpys3Ky Ha
ypoBHe obopynoBaHna n 6e3onacHy0 YHUKaNbHYO NOEeHTUMKaLno
ycTpowncTtBa (SUDI) gna Plug and Play c uenbto NpoBepKU MOAJUHHOCTU
obopynoBaHus n NnporpaMMHoro obecnevyeHusn. BknwodaeT
npnemMmonepenaT4ynkun, KotTopble paboTatoT C 3TUM ycTponcTBoM 4 x 10 I'éuTt/c
SFP+ (onTnyeckum 10GBASE-SR) 4 x 1 I'émnt/c (10/100/1000 M6uT RJ45) 4 x 1
Féut/c SFP (onTnyecknin) NpoussoantenbHocTb SD-WAN: MNMponyckHas
cnocobHocTb IPsec (1400 6anT): go 19 IréumuT/c NponyckHasa cnocobHocTb IPsec
(IMIX): no 10 IF'éut/c MacwTab TyHHenen HanoxeHna SD-WAN: 6000 nnan 8000
Konn4yecTBO CNNCKOB KOHTPOAS AOCTYyNa Ha cuctemy: 4000 Konnyectso
3anucen ACE IPv4 Ha cuctemy: 50 Toic. KonmyecTBo MapwpyToB IPv4: 4 MaH C
16 I'b no ymon4dyaHuto Konnyectso mapwpyToB IPv6: 4 mnH ¢ 16 ' no
yMon4aHuio KonmyectBo odepepen: 16 Toic. KonnyectBo ceaHcoB NAT: 2 MaH
KonnyecTtBo ceaHcoB bpaHaMayapa: 2 maH KoanyecTtso VRFs - 8000 OcHOBHbIe
dhyHKLUMK nporpaMmMHoro obecnedyeHus: lpv4, lpvb, cTaTnyeckme MapLlipyThl,




OSPF (Open Shortest Path First), EIGRP (Enhanced Interior Gateway Routing
Protocol), BGP (Border Gateway Protocol), OMP (Overlay Management
Protocol), AAR (Application Aware Routing), Traffic Engineering, Service
Insertion, Zero-trust, Whitelisting, Tamper-proof module, DTLS/TLS, IPsec,
Knaccngpunkaums, HasHadyeHne NPUOPUTETOB, O4epeamn C MaJion 3aepXKon,
nepemMapkmpoBka, hopMnpoBaHue, NaaHMpoBaHue, NOANTUKA,
3epkKanunpoBaHue, nogaepxka Multicast Ipv4, obbaBneHne n NnonnTuKa
BcTaBky ycnyr, SNMP, NTP, DNS-knuneHnT, DHCP-npoTtokon, DHCP-cepsep, DHCP;
peTpaHCnATop, apxuBupoBaHmne KoHpurypauunm, syslog, SSH, SCP, akcnopT
Cflowd v10 IPFIX, Ipv6 onsa TpaHcnopTHoW cTopoHbl, VRRP, MPLS, NAT (DIA, co
CTOPOHbLI CnyX6bbl, cTaTu4eckun, Meperpyska/PAT, NAT64 n T. 4.), nynbl NAT,
pa3geneHue DNS, cnuckm ynpasneHuna goctynom (ACL), obHapyxeHue
OBYyHanpasneHHon nepecbinkn (BFD), Netconf yepes SSH, CLI, nogaep»xxka
cepsepa NTP, BFD c BGP Ha cTOpoHe cepBuca, pacnpocTpaHeHune coobuiectBa
BGP Ha OMP, 6 knaccoB SLA gna AAR, Trustsec/SDA (BcTpoeHHOEe
pacnpocTpaHeHune SGT), nonb3oBaTeNbCKoe NpunoxeHue ¢ SD-AVC,
MHOroagpecHoln AAR, AUHaMmnyeckne TyHHenm no TpebosaHuio, PIM-SM,
OSPFv3, nonnTuku mapwpyTusaumm, nogaep>xka Multi-VRF UHkancynayun:
Generic Routing Encapsulation (GRE), Ethernet, 802.1g VLAN
OononHuntenbHble hyHKUMnM MO: KavecTBo obcnyxxmsaHua (QoS), npamoe
ncnpasneHne ownbok (FEC), mapkuposka COS, B3BelleHHOe CJy4YalHoe
paHHee obHapyxeHue (WRED), nepapxmyeckoe QoS, mapwpyTm3aumsa Ha
ocHoBe nonuTtmk (PBR), ceTeBoe pacno3HaBaHue npuaoxeHnn (NBAR),
nporpaMMHo-onpenenseMmoe npuioxeHne Buagnmoctb n ynpasneHue (SD-AVC),
QoS Ha TyHHenb, Cloud nramp ana Saa$, ynydweHHoe yrnpasieHue Tpaukom
Office 365, npamon goctyn B UHTepHeT, rnbkun Netflow (FnF)
Kpuntorpagudeckmne anroputmbl LUndposaHue: AES-256 (B pexmnmax CBC n
GCM), Internet Key Exchange (IKE), ayTeHTudukaunsa: AAA, RSA (2048 6uT),
ESP-256-CBC, HMAC-SHA1, ECDSA (256/384 6uT) UenocTtHoCcTb: SHA-1, SHA-2




be3onacHOCTb: BCTpOEHHadA CKBO3Hasa cermeHTaunsa (VPN), ZBFW, PKI, DNS
Layer Security, ALG gna ZBFW OcHOBHble pYyHKLWUW NOLAMUCKN Ha
nporpammMmHoe obecnevyeHune: PacwmpeHHas mapwpyTtu3auma n SD-WAN —
ONTUMU3NPOBAHHOE yNpaB/ieHNe TPAaPNKOM U OUHAMUYECKN BbIGOPp NMyTHn
YnyqyweHnsa 6e30MacHOCTU — MHTErpupoBaHHbIN BpaHamayap, IPSec VPN,
wnpposaHne MACsec CeTeBas aBToMaTmM3aLna U aHaIMTUKA — aHaJIMTUKaA Ha
ocHoBe WU, TenemMeTpnsa n MOHUTOPUHI B pexume peanbHOro speMmeHn Ob6nako
WHTerpaunsa — nopgaep>xka obnayHonm 6e3omacHOCTM M ONTUMU3ALUNN
npunoxxeHun. KadectBo obcnyxueaHmns (QoS) n ynpasneHme Tpadnukom —
yaydlWeHHaa npuopuTesaumnsa Tpauka 419 KPUTUNYECKN Ba>KHbIX MPUTOXKEHNIA.
BbicOKas AOCTYNHOCTb U N3BbLITOYHOCTbL — MJI@aBHOE NepeKkyYeHne Ha
pe3epBHbIN pecypc N ynydlweHHoe BpeMsa 6e30TKa3HoM paboThl. MexaHn4yeckue
XapakTepuctmku: Pasmepsl (LU x T x B) 1,73" x 17,5" x 16,25" Bec:
npubnusntensHo 7,7 Kr (¢ 2 610KaMn NUTaHNA NEPEeMEHHOro Toka 1
BEHTUNATOPOM). Bok nuTaHmsa: 610K NnuTaHnsa mowHocTblo 400 BT.
BbicokoathpekTuBHbIe ABa 6710Ka NMUTaHNsa (MpeaBapuTeslbHO HAaCTPOEHbI) AN
pe3epBupoBaHnga nutaHua. MopTtel: 8 X 1 Fé6mt/c SFP, 4 X 10 F6muT/c SFP+.
DRAM: 16 'b SSD. Hakonutenb: SSD M.2 NVMe 2 Tb. ®opM-hakTop:
KOMMNaKTHbIN popM-pakTop 1RU. USB-HakonuTenb: M.2 USB 16 I'b. JlnueHsusa:
beccpoyHada nuueH3na, KoTopasa NnoanepxmBaeT BCe BbllenepeyncieHHble
dyHKUUKN. *TIpegocTaB/e€HHbIN NPOAYKT ABASeTCS HOBbIM, HEMCNONb30BaHHbIN.
TpaHCNoOpTMPOBKA N pa3rpy3ka ToBapa OCYLLEeCTB/IAeTCA MOCTaBLNKOM 3a
CBOW CYET 1 3a CBOWN CYET. NapaHTUNHbLIN CpoK: 2 roda. NocTaBwuk obAsyeTcs
YyCTPaHUTb UKW 3aMeHUTb tobble aedeKThl, BO3HUKLWNE B TeYeHune
rapaHTUNHOIO CpoKa, 3a CBOW CYET: B TeyeHne 3-5 gHen, obecneyms
TPAHCNOPTUPOBKY TOBapa B COOTBETCTBYHOLWMUINA CEPBUCHBIN LEHTP C
nocnenyoLwmm BO3BpaTOM.
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