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Cisco CBS250-24T-4G wnwywnpblh
nLnnnpnhg (Managed Switch ) wd
hwdwndbp pun nnGhu. « PunLpwanh,
wnUjwql wywjdwuubpny -
UGunpnuwywlu ypngtbunnp ARM, 800
mhz Jwd hwdwnpdbp °
UGUnpNUWYwU wypngbunph
hhannnipjwl dwywip 512 Jp
Zh2nnniLpjnLtu 256 Up * Mnpwntnph
pwlwy punhwuntp 28, 24 x
10/100/1000 Jp/y RJ45, 4 x 1Gb SFP
1 x Consol port mini-USB Type-
B/RJ-45 ¢ 1 x USB Type-A ¢ UlnLgntd
100-240 yniwn * Quithubtin 445 x 240 x

44 JJ » Rwp 2,63 4qg * <njwgdwl




hwdwlwnpg Unwlug hnghwph
(Fanless) « UugdwU hgnpnipjntl W
thnpuwlgdwl wpwagncp)nLu 41,66
bwpnnnipjntup Jhihnu thwpbplbn
Jwjpyjwuncd ( 64-puwjuinwiing
thwpbplutn), * hnhuwugdwlU
hanpnipjnLup ghqwphplutnny
Jwjpyjwlunwd 56,0 GB Jypy. « NLuGuw
6pwahp hGnwhununwd UGppGRUG|NL
hwdwn (Mobile APP ) nnny
hUwpwynp |[huh unwuw|
hubnpdwghw gwugh
Jwwnwnpnnwywuh Jwuhl, hwpy
Gnwd nGwpnud Juwunwnb)
Jwpqgwynpnudlubp, « Layer 2
switching ¢ Spanning Tree Protocol
(STP), Rapid Spanning Tree Protocol
[RSTP], Multiple spanning tree
instances using 802.1s (MSTP); 8
instances are supported Per-VLAN
Spanning Tree Plus (PVST+); 126
instances are supported Rapid PVST+
(RPVST+); 126 « Port grouping/link
aggregation (wnpwtph pudpwnpnud
W wagnpbgwghw) Support for IEEE
802.3ad Link Aggregation Control
Protocol (LACP), Up to 4 groups Up to
8 ports per group with 16 candidate
ports for each (dynamic) 802.3ad Link




Aggregation Group (LAG) ¢ VLAN
Support for up to 255 active VLANs
simultaneously Port-based and
802.1Q tag-based VLANs Management
VLAN, Guest VLAN ¢ IGMP (versions 1,
2, and 3) snooping Internet Group
Management Protocol (IGMP) limits
bandwidth-intensive multicast traffic
to only the requesters; supports 255
multicast groups (source-specific
multicasting is also supported) °
Protocols for automatically
propagating and configuring VLANSs in
a bridged domain ¢ IGMP querier
Used to support a Layer 2 multicast
domain of snooping switches in the
absence of a multicast router
Loopback detection ¢ Layer 3 routing
* Layer 3 interface Configuration of
Layer 3 interface on physical port,
LAG, VLAN interface, or loopback
interface ¢ IPv4 routing Wire-speed
routing of IPv4 packets Up to 32
static routes and up to 16 IP
interfaces ¢ IPv6 routing Wire-speed
routing of IPv6 packets ¢ Support for
CIDR ¢ Dynamic Host Configuration
Protocol (DHCP) relay at Layer 3
Relay of DHCP traffic across IP




domains ¢ User Datagram Protocol
(UDP) relay « Secure Sockets Layer
(SSL) * Secure Shell (SSH) Protocol
Remote Authentication Dial-In User
Service (RADIUS) authentication,
guest VLAN, single/multiple host
mode, and single/multiple sessions
STP loopback guard Provides
additional protection against Layer 2
forwarding loops (STP loops) ¢ Secure
Core Technology (SCT) ¢ Secure
Sensitive Data (SSD) * Trustworthy
systems ¢ Port security Ability to lock
source MAC addresses to ports and
limit the number of learned MAC
addresses ¢ Supports RADIUS
authentication for management
access. Switch functions as a client. «
Storm control *« DoS prevention e
Multiple user privilege levels in CLI,
Level 1, 7, and 15 privilege levels
Access Control Lists (ACLs), Support
for up to 512 rules, Drop or rate limit
based on source and destination MAC,
VLAN ID or IPv4 or IPv6 address, IPv6
flow label « Priority levels
Scheduling ¢ Class of service ¢ Rate
limiting Ingress policer; egress
shaping and rate control; per VLAN,
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per port, and flow based ¢ Standards
IEEE 802.3 10BASE-T Ethernet, IEEE
802.3u 100BASE-TX Fast Ethernet,
IEEE 802.3ab 1000BASE-T Gigabit

Ethernet, IEEE 802.3ad Link

Aggregation Control Protocol, IEEE

802.3z Gigabit Ethernet, IEEE 802.3x
Flow Control, IEEE 802.3 ad LACP,
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VLAN, Guest VILpNWIRGMP (versions 1,

2, and 3) snooping Internet Group
Management Protocol (IGMP) limits
bandwidth-intensive multicast traffic
to only the requesters; supports 255
multicast groups (source-specific
multicasting is also supported) °
Protocols for automatically
propagating and configuring VLANSs in
a bridged domain ¢ IGMP querier
Used to support a Layer 2 multicast
domain of snooping switches in the
absence of a multicast router
Loopback detection ¢ Layer 3 routing
* Layer 3 interface Configuration of
Layer 3 interface on physical port,
LAG, VLAN interface, or loopback
interface ¢ IPv4 routing Wire-speed
routing of IPv4 packets Up to 32
static routes and up to 16 IP
interfaces ¢ IPv6 routing Wire-speed
routing of IPv6 packets ¢ Support for
CIDR ¢ Dynamic Host Configuration
Protocol (DHCP) relay at Layer 3
Relay of DHCP traffic across IP




domains ¢ User Datagram Protocol
(UDP) relay « Secure Sockets Layer
(SSL) * Secure Shell (SSH) Protocol
Remote Authentication Dial-In User
Service (RADIUS) authentication,
guest VLAN, single/multiple host
mode, and single/multiple sessions
STP loopback guard Provides
additional protection against Layer 2
forwarding loops (STP loops) ¢ Secure
Core Technology (SCT) ¢ Secure
Sensitive Data (SSD) * Trustworthy
systems ¢ Port security Ability to lock
source MAC addresses to ports and
limit the number of learned MAC
addresses ¢ Supports RADIUS
authentication for management
access. Switch functions as a client. «
Storm control *« DoS prevention e
Multiple user privilege levels in CLI,
Level 1, 7, and 15 privilege levels
Access Control Lists (ACLs), Support
for up to 512 rules, Drop or rate limit
based on source and destination MAC,
VLAN ID or IPv4 or IPv6 address, IPv6
flow label « Priority levels
Scheduling ¢ Class of service ¢ Rate
limiting Ingress policer; egress
shaping and rate control; per VLAN,




per port, and flow based ¢ Standards
IEEE 802.3 10BASE-T Ethernet, IEEE
802.3u 100BASE-TX Fast Ethernet,
IEEE 802.3ab 1000BASE-T Gigabit
Ethernet, IEEE 802.3ad Link
Aggregation Control Protocol, IEEE
802.3z Gigabit Ethernet, IEEE 802.3x
Flow Control, IEEE 802.3 ad LACP,
IEEE 802.1D (STP), IEEE 802.1Q/p
VLAN, IEEE 802.1w RSTP, IEEE 802.1s
Multiple STP, IEEE 802.1X Port Access
Authentication, IEEE 802.3af, IEEE
802.3at, RFC 768, RFC 783, RFC 791,
RFC 792, RFC 793, RFC 813, RFC 879,
RFC 896, RFC 826, RFC 854, RFC 855,
RFC 856, RFC 858, RFC 894, RFC 919,
RFC 920, RFC 922, RFC 950, RFC 951,
RFC 1042, RFC 1071, RFC 1123, RFC
1141, RFC 1155, RFC 1157, RFC 1213,
RFC 1215, RFC 1286, RFC 1350, RFC
1442, RFC 1451, RFC 1493, RFC 1533,
RFC 1541, RFC 1542, RFC 1573, RFC
1624, RFC 1643, RFC 1700, RFC 1757,
RFC 1867, RFC 1907, RFC 2011, RFC
2012, RFC 2013, RFC 2030, RFC 2131,
RFC 2132, RFC 2233, RFC 2576, RFC
2616, RFC 2618, RFC 2665, RFC 2666,
RFC 2674, RFC 2737, RFC 2819, RFC
2863, RFC 3164, RFC 3411, RFC 3412,




RFC 3413, RFC 3414, RFC 3415, RFC
3416, RFC 4330 * Web user interface
* SNMP versions 1, 2c, and 3 with
support for traps, and SNMP v3 User-
based Security Model (USM) « Remote
monitoring (RMON), Embedded RMON
software agent supports 4 RMON
groups (history, statistics, alarms,
and events), for enhanced traffic
management, monitoring, and
analysis, * Port mirroring Traffic on a
port can be mirrored to another port
for analysis with a network analyzer
or RMON probe, Up to 4 source ports
can be mirrored to one destination
port « VLAN mirroring Traffic from a
VLAN can be mirrored to a port for
analysis with a network analyzer or
RMON probe, Up to 4 source VLANs
can be mirrored to one destination
port * Dynamic Host Configuration
Protocol (DHCP) (options 12, 59, 60,
66, 67, 125, 129, and 150) « Secure
Copy (SCP) Securely transfers files to
and from the switch « Smartports
Auto Smartports * Time-based port
operation ¢ Znuwlph dwnu
Jwunwagnuu ywjdwuubpnwd 220
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